
Create an audit trail
Perform centralized analysis of large data sets
Monitor access and usage reporting
Export security alerts to on-premises SIEM

Using the cloud to store data allows trading partners, third party vendors, and key stakeholders flexible
access to data by removing barriers formely established by physical locations or internal networks. This
activity needs to be monitored. While Azure provides significant data security, regular audits and reports
should be used to monitor for strange or unauthorized activity. 
 
Azure’s audit and log functionality allows you to:
 

 

Monitor for strange or unauthorized activity

Files should be encrypted in transit and at rest, but SQL data encryption for the
cloud should also be used to secure data. SQL data encryption protects your
entire database, backups, and logs that may contain sensitive information. 

 
SQL data encryption ensures data remains encrypted in while in transit, in
memory, on a disk, and during query processing. Microsoft Azure’s SQL data
encryption also includes the ability to enable threat detection and dynamic data
masking.

 
Azure automatically encrypts new Azure SQL databases with Transparent Data
Encryption (TDE), which protects your data at rest. This offers a great layer of
security, but don't forget to identify older SQL databases that haven't been
secured with TDE.

Protect your data with SQL encryption

Even if databases and folders are encrypted, and regardless of the storage location, encryption at the
file level should be in place. This ensures protection for internal and external data when in transit and
at rest. 
 
Consider implementing a secure cloud file transfer or managed file transfer (MFT) solution that
protects folders with AES 256-bit encryption. Your MFT solution should also encrypt file transfers over
AS2, FTPS, HTTPS, SFTP, and SCP protocols using SSL and SSH. 
 
GoAnywhere Managed File Transfer is an MFT solution that offers FIPS 140-2 Compliance Mode.

Encrypt data at the file level

PROTECTING DATA IN THE CLOUD
5 security Best practices for MICROSOFT Azure

A well-rounded cloud protection plan will include Role-Based Access Control as an additional layer of
security. RBAC is the practice of only giving accounts, groups, users, and roles access to the portions of the
cloud they actually need. Without RBAC in place, users may have more permissions than their job
responsibilities require, which can open up internal and external security risks. 
 
When RBAC systems are in place, organizations are better positioned to meet their own statutory and
regulatory requirements for privacy and confidentiality.

Implement Role-Based Access Control (RBAC)

To ensure your data is protected wherever it’s stored, create a backup policy for your
organization. Once the policy is in place, implement automated backups that save
secure copies of the cloud to at least two different geographic locations. 
 
Azure Backup provides a cost-effective solution for offsite backups and operational
recovery. The tool also provides unified application availability and data protection. 
 
Azure Backup saves frequent copies of your data to two Microsoft datacenters, 
one in the United States and one in Asia.

Create & automate a cloud backup policy


